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virtually pnvate ;

Want to put a VPN or firewall on your network
card? A new class of product handles all the

processing, keeping your server free to do the

hard work.

By Matt Tett, RMIT IT Test Labs

ittual Private Networks (VPNs) have
vSeen boom times since the focus has
been turned up on the lack of security in
transmitting data on the Internet. With a host
of readily avajlable packet sniffing applications
ort the market, virtually no transmissions can be
classified as secyre unless they are encrypted
prior to heing sent. Even then, in some cases,
EVen transmissions can pa captured and with
SOMe expertise decrypted—if the cracker has
€nougn incentive to dg 50. To achieve the best
passible security currently available, one of

the most popular technologies CUrently imple-
mented is V/PNs.
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ment and links Technically, the only equipment
that can access the encrypted data on that [ink
is the equipment on each end.

VPNs can be run either as software on g sery-
er or PC, or offloaded to a dedicated hardware
device. Most Security-minded IS Managers
would generally opt for a hardware VPN solu-
tion over a software VPN solution due to the

potential resource performance hit associated

with encrypting and decrypting the data that is
transmitted and received,

The majority of VPN/firewal| hardware sp|y-
Ns are generally standalone appliances that
00K very similar to switches g routers. How-

tio
|

WHY WOULD YOU WANT TO 0O THAT?
For example, think about the link between the
file server and the database servar. If this link
Was running a VPN, effectively that would stop
any external or even internal compromises ua
Your corporate LAN infrastructure on thealll-
important database server, while still allowing
the file server access tg your data store. Thisis
just one of many different uses for a VPN onan
internal network.

Most people are now familiar with the con-
cept of firewalls and the levels of security that
they provide, whether they are personal deskion
software firewalls such as ZoneAlarm or |a*ge;
enterprise level firewalls like the Watchauar“
Fireboxes (see T&B April 2003). A ﬁrﬁ“’iﬂ
Is designed to block traffic both outbound ad-
more importantly inbound on a range U‘f 13 E:hg
dresses and/or computer ports. This Gives i
administrator extreme levels of CG"“_“' M;m E.
data that js potentially publicly available

an
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review are 3Com, Netmaster and 14

South Networks (previously known as
OmniCluster). Other vendors that make simi-
lar products include Intel and Brisbane-based
SnapGear, who were unable to submit products
for the review,

Amongst the products 3Com submitted a
PCMCIA VPN card for a notebaol. This may
provide a valuable addition to your mabile
resources If you needed to have portable secu-
Fity to transfer encrypted data to and from a
remote site. Establishing a VPN this way would
FeMove some of the resource overheads assoc-
ated with software VPN solutions, particularly
as most notehooks are relatively low-powered
Compared to desktops and servers. It would
also reduce costs, as any Internet connection

could be used instead of dialling in to establish
@ point-to-point cennection, and would prevent
having to suffer the slow speeds of a 56I<bps or
Worse modem connection. And finally if a VPN
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Product 14 South Networks Intralock

10-3/DL
Price Us§2495
Vendor 14 South Networks
Phone +1 561 862 5100
Web vaww.omnicluster.com
Interoperahility

Operates on a wide range of platforms due
} to onboard virtual PC hardware, also sup-
'§ ports a wide range of security standards.

Futureproofing : ._g g 3
Gigabit support would have been nice,
firmware is upgradeable for future features.

ROI _
Comparable to an external firewall with.
similar features,

Service < }l%

I-year warranty is a bit limited.

Rating Jook ke

over the internet was the only solution to get the
data through securely from a remote site yia a
notebook, the PCMCIA carg fits neatly in your
notehook and saves having to Carry a separate
VPN router around just to connect securely,

14 SOUTH NETWORKS INTRALOCK
10-1/DL

In one of those bizarre rebranding incidents,
the company formerly known as OmniCluster
recently renamed jtself 14 South Networks.
Its product names were also re-jigged, and the
SlotShield SSS 10 DL is know known as the
Intralock 10-1/DL. If you're wondering what

T&B JUNE 2003 Wmhchna!ogyandbusinsss.mm.ou

Netmaster GG-Blade

Product

PI;I'CE US$524
Vendor Netmaster Digital Security
Phone +1 604 609 6184
Weh wwwi.netmaster.com

Interoperability % VA
Limited to Microsoft platforms, but a
wide variety of security standards.

Futureproofing E TXZE
Gigahit support would have been nice,
firmware is upgradeable for future features.

ROI : - ®e6,
Well priced considering the features, but
not as full-blown as the IntraLock.

Service . _
1-year warranty is a bit limited, but ex-
tended service contracts are available.

Rating ***%

happened to Omnicluster, now you know. We
hope it makes sense to someone in 14 South
Networks marketing tepartment, at least.

The Intralock 10-1/DL is the big kahuna
when it comes tg VPN/firewalls on a card. Tt
has 512MB of RAM, a Pentium 111 processot,
and three 10/100 NICs all on board. It is a
full length card, so before committing to this
unit you will need to ensure that the server has
enough space, particularly if it is rack mounted.
It s designed primarily to secure an individual
server, and depending on the model of IntraLock
card that you purchase it will support between
10:and 30 concurrent VPN tunnels.

Once the card was physically inserted into

‘

Prod“ﬂ\f

3Com 3CR990 0y

Price fige
Vendor :::.29

o
Phone 1800 475 G
Weh 3. 3com ggpy
Interoperability

Some features only wori With pmp'rie?az
software.

Futureproofing 2 55
Glgabit support would have been nige

ROI ® ®@K-‘z'
Very good ROI for a NIC with added
security features. '

Service >~ F Fy,
Lifetime warranty is good,
Rating *hkk

the system and the server booted, the software
installation went surprisingly well and the
online guides and wizards were very detailed.
The setup procedure creates a virtual disk im-
age, which the Interlock actually boots itselt
from. The IntralLock then opens its own virtual
console window on the desktop and hoots iis
disk image from your PC’s hard disk. The Ir:
tralock runs a hardened version of Red Hat
Linux. Once Linux has booted on the IntraLock
you are then presented with the Network Con
figuration tool.

This tool steps you through the basic con- 1
figuration of the card, including the recoic 4
figuration of the root and fussh passwords, ‘lthE |
addition of another user, and the conﬁgurﬁt{on
of the three onboard NICs. The configuration
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| NETMASTER GG.LADE %
Nethaser 66-8lade '
of fish than the 3Com products and much-
tworks card (the GG
uardian). The 3Com cards

eplacements to provide
better-than-normal inte urity. for serv
ers and workstations by creating internal VPNs

- l.:"'*' A

limited emphasis on external security measures.

Both the NetMaster and 14 South products, on

the other hand, aim to supplement or even re-
place external firewall and VPN appliances.

This product looks like a PC on a card than

a component card; it incorporates a Transmeta

Crusoe TM 3200 CPU, 128MB of memory, and

' is 4 very different

2 - e 1 Ui
and offering some firewalling functionality, with' & complex piece gies

Usted network (L AN or
face with the unteust-
tnel). Alternagivel, it

. You want to secure the focal system from the

wrest Of._?m.-!i_' LA?gfﬁeniu\u can USE"E_,'-frnssn\rer

cable to connect the standart NIC [nsid the P

MY

N'pgtﬁandtherehypm‘m;t.lhe system

to-install-the NetMaster Centralized Security

* Management (CSM) ‘consolex This is a Java-

based administration and configuration utility,

providing the aémintﬁirator with full access
to a wide range of configuration and monitor-
ing tools. This interface is very well presented

and the design—for what is technically quite
pment—Is executed to

 perfection. .
~ Qverall this card is a Ver
actsvery well as a dedicated firewal VPN dé-
vice. The imp1ementat‘mn of the CSM s.u’r*u.uramre1
is the key to its success. For ease of use ast ‘
SME firewall/V PN solution, the NetMaster

ld
Blade it would be hard to pass Over: 1t shou

y powerful tool and

UNE 2003
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' B Encryption :
also be noted that a similar solution is also find . 1 _ BTGndurdS
available from NetMaster in an external appli- : :
ance configuration called the GG-Ext.

NetMaster is seeking a distributor in' Aus-

tralia but doesn‘t currently have any local’

representation, so you'll have to buy it from & ﬁm;:“ ' 'wé(gﬁq.?faof is very pp‘ﬁérf&l and -

overseas. This means support is not available at & T MU ;'ﬂ hen yoususe It once you N %

convenient times. —— Il mUSt i R fdlérjbtgggiﬁm ai: Qﬁg"' LG £
ey oG any lcies, the cards™ | as recently heen app

- up your policies, the T SR A NG I R
SRRt E?:é‘ﬁi%nh_'wm,.anr. £ NationalInstitute of 5 jence o
firmware er::ﬁ | domain and - 00y (NTST) as 5 *eplacement fo, -
aﬂi;ulfr <cerver running the 50 AES may he RBPping y -inﬂmﬂre 7

¥ . | more security pmdu%-‘-"mﬁ"fs‘ming[ya
GG-Blade from NetMasta, alsg i

3COM

3Com submitted three products: the first two ;
are very similar—they both look virtually iden-  respo
tical except for their identification labels and  manageme :
model labels. These cards are much like network  utility crashe

' interface cards (NICs) and are in-fact designed  unmanaged 59“'"'35}]1 o o e A COlTle %ho_th the TWoFish and Serpen; e nq:
as NIC replacements. The third prod- |

was the 10/100 Secure " [protocols. Twofish, according tg gy, Coun.
uct, as mentioned already, is a NIC 3CR990-TX- tﬁm-ﬁﬂ_e web-site www. ‘-‘OU"terpane,mm
PCMCIA-type notebook 97. This card is M ‘block cipher by Counterpane Lok
adaptor which ships with ;

efault to their

is  designed It wa"i__'bne__qi the five Advanceq Encry.
a dongle for the RJ45 to replace tion Standards (AES) finaliss. Twiofish
connection. your stand- is unpatented, and the source code js
First we ard desktop PC un-copyrighted and |icen5&—free; it 15 free
Il i NICand provide | for all uses.” According to the University
2CREWIDG secure end-to-end of Cambridge UK Computer Lab web site
el L ser.uer FCI VPN tunnelling via www-c!.cam.ac.uk/“—rjalfl/serpem_mm[‘
S v .[5 d:wr;?o vour LAN or WAN. “Serpent is much faster than DES. Its da-
:r:ngz‘teﬁ::ﬁrit ;foiicy :lrver The card looks is virtually sign supp?rts a very efficient bitslice jm.
application (sold separately). While the identical to the 3CRFW300. It p‘lementaﬂon, and the current fastest yer.
policy server is required for configuration and ; even uses the same 125Mhz Sion runs at aver 45 H{lbps on a 200MHz
management, this is not a software-based VPN; RISC based 3XP Security proc- Pentium (compared with about 15 bt/
the processing is handled by the onhoard 3XP  essor chip from Agere that offloads the Encryp- sec for DES).” It must be noted howsyer
processor onboard (ARM RISC based) that tion processing from the system hardware to this that although both Serpent and TwaFish
works in conjunction with the application. Asits  dedicated chip which 3Com claims is up ta 5 were contenders (coming second and
fiame suggests, this card is designed primarily  times faster than a software solution, third respectively), in the five encryption
as a firewall solution for servers, Installation was slightly different to the sery- protocols reviewed for implementation

When the system fs first booted with this  ercard as You need to perform a pre-installation

card in place, Windows 2000 Server automati- setup before physically installing the device in
cally detects that the card has been instal led and

Quickly finds the correct driver on the CD ROM
provided; you can load the drivers and 3Com
diagnostic software directly from the CD too.
- Once that is complete, you can Install the 3Com
. _Emb_edded Firewall. This application installs

lothi the Policy Server and the Management

Console. Once the application is installed and
launched, yoy can et up a new policy domain
-:'-'O..P.foin an existing one. After you select the gp-
Hons specific 15, you environment, the system

as part of AES by NIST (csre.nist.gou
CryptoToolkit/aes/) neither of them came
Your system. Once it was installed, the software first. The winner was the Rijndael proto-
detected and ran the card correctly. Once the col which is reportedly faster than—but
card drivers are installad and running correctly,
you can load 3Com Dynamic Access software
that comes bundled with this NIC.

not as secure as—Serpent.

interesting card providing hardware Firem?“

The Dynamic Access software integrates very  and VPN capabilities to noteboaks. F‘r'lmarl!y
well in the background and basically adds an- this would be used from remote |ocations of i
Pther Protocol to the normay Windows network- secure office environments. The 3Com Firewall
Ing environment. It is controlleq and configured  Policy Server includes options for roaming U

entirely via the dynamic access properties under  ers and allows you to set up separate Pl
the Windows network resp

- Urees. This utility  for these mobile device cards. For example, i
a0 1. ru . " L.
Shecklist including da:;b;usznclzznth?gh . brjl&f JIVES you aceess to creating and managing vir-  could allow office and home access with diffe- Yo
iate SBHVer startiy, ren)icatio h ouon certifi - tual LANs, foad balancing multiple NICs, and ent security levels at both points, and coviosY 1
theads, agn thr;a'ds and 5n:._; ik : ctwork also failover for multiple NICs. different IP characteristics : ‘&
tion, oy e serversynchronisa: - Thethivg cq 3 i, pook

€A then launch e main 3Com MMC  Firewal| pg c::ﬁr';”é)ﬁﬁ 2 @ the POMCIA We installed this card into an Acer note

102. This is a most Funning Windows XP Pro. We then o

il
Gl IFIB'.NNE.!' 03 |
2003 M'!dmdagydndbusrhess.tﬂ:\m.uu
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14 South Networks
Intralock 10-3/pL

Compap
Y 14 South Netwarks
'\ME‘}J
Uster.com
+1.561 862 5100

Phone
Price

RJ45 10/100

& reporting SmartCenter
Concurrent VPN tu nnels

VPN DES
VPN 3DES speed (Iby/
VPN AES

the 3Com PC Card software directly from the
driver/software CD provided in the package
from 3Com. 3Com provides a very handy util-
ity called the Mobife Connection Manader that
allows you to setup and select multiple different
networle configurations for the adaptor. This
Is extremely useful for workers who are often
moving between different locations and
physical networks each with their
awn particular unique set-
tings and requirements.
The card configura-
tion itself via the
application is
very straightfor-
ward, particularly
the firewalling allow/deny
aspects. Once completed,
Yyou are ready then to test your
network settings and connect to your
chosen network with the firewall and \/PN op-
tions that you configured. The beauty of this is
that you can set up many different connections
anc have all the data stored for whenever you
ire connecting to those different networks,
ou can also change your security levels on
e fly simply by switching from one network
nfiguration setting to another with weaker

B JUNE 2003 www.technoloavandbusiness.com.au

Netmaster GG-
Blade

Netmaster Digital Security,

3Com 3CR990-TX-
97

3Com

r.com ¥
609 4184 1800 678 515
Us$129

Limited |ifetin

RJ45 10/100 Full/Half
Duplex

N¢

/A
T.aMbps
11.6Mb
Windows 9
200

3, ME, NT,

or stranger access rules. Sa not only would this
card suit the secure roaming staff member. it
would also be a powerful network too| for tech-
nicians within a widespread company with many
geographic sites to cover

As with other 3Com products we have re-
viewed in the past, 3Com seems to design and

manufaciure IT devices with 3
lot of in-built features and
flexibility,  however
- the implementa-
tion, adminis-
tration, and
usability are
far more com-
plex than they
really need to ba.
Another point to
remember is that these
devices are mostly propria-
tary to 3Com and Fequire other
3Com products to operate to
their featured potential. Some features that
dre advertised do not interoperate well, if at all,
with some other brands of networking and Secu-
rity products. This is not Necessarily a bad thing,
as it allows 3Com to build in more features that
certainly would not be possible in an open en-

3 year
IPSec, 3DES,
1, MD5, RFe

951bps 95Mhps

N/A N
Windows X7 2000, 98,

\".fin:lo'-.-g:a: P
NT 4.0 SR

NT 4.9

vironment. However, if your g
includes other vendgps’ praducts ang YOU- afs
looking at introducing some 30om Edjuipmeny,
ensure beforehand that the features you ze

implementing aré not proprietary to 3Com
products only,

nterprise alfeady

FINAL WORDS

The cards we received for this review were all
quite different, which goes to show that venors
are now really focusing on praviding specific
solutions for companies’ problems that are vey
focused on specific target markets, 3Com i
pressed us with its PCMCIA Firewall/VPN card S
with its very useful mobile connection manage:
ment application, which allows administra
tors to define multiple network envimnmer\ff_.»_
configurations, firewalls, and VPNs to st
their mobile/portable needs. The NetMastet
GG-Blade had a perfectly versatile smallscales
VPN/Firewall on a card that would be perfet
for securing a small branch office WAN/LAN .
cannection without the fuss and need fora extlf-‘f"
nal VVPN/Firewall appliance. If you are 09K/t
for the big gun in an easy to set up, configf
and administer package, you would be Very ham :
pressed to overlook the 14 South Network
tralock 10/1-DL. W
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